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JOURNALISM AND THE LAW IN THE ERA OF SURVEILLANCE:  
SECRETS, SUBPOENAS AND SHIELD LAWS 

Michael A. Lindenberger1 
 
 
 
The government has always kept its secrets, and just as long journalists have tried to 
spill them.  But in the age of fast-changing technology, a lot of the old rules and norms 
are breaking down – and courts and the Congress alike are trying to sort out what, if 
anything, to do about it.  Citing increased risks, the Obama Administration has targeted 
journalists more often for leaks than any other presidency on record, leaving Congress, 
the courts and the public divided over just how to strike the balance between the need to 
know and the need for the government to keep the country safe. 
 
I. INTRODUCTION  
 

Pity the poor journalist.  Even in a hall full of lawyers, can there be any doubt that 
the lonely scribbler here in front is a member of the least loved profession in the 
room?2  And yet, there are few professions that enjoy such a lofty status in the 
founding documents of our nation, nor in the hearts of our Founders.  All of us 
know the words – "Congress shall make no law respecting an establishment of 
religion, or prohibiting the free exercise thereof; or abridging the freedom of 
speech, or of the press."3  Thomas Jefferson, perhaps our president with the 
deepest genius and with the most restless intellect, said in a letter to Thomas 
Cooper4 in 1787: "The basis of our governments being the opinion of the people, 
the very first object should be to keep that right; and were it left to me to decide 
whether we should have a government without newspapers or newspapers 
without a government, I should not hesitate a moment to prefer the latter." 
 
And yet – officially enshrined or not, there has been an easy relationship 
between the press and the government.  The government has its secrets – 

1 Michael Lindenberger is Washington Correspondent for Business at The Dallas Morning News, 
and was a 2012-13 John S. Knight Journalism Fellow at Stanford University. Since 2006, he has 
been a contract writer for TIME.com, where he has authored nearly 100 stories as contributing 
national legal affairs correspondent. His newspaper nominated him for a 2012 Pulitzer Prize in 
local reporting. The Dallas Bar Association presented him with a Philbin Award for excellence in 
legal affairs reporting in 2012 and in May he was named a 2014 finalist for a Gerald Loeb Award 
for Distinguished Business and Financial Journalism by the Anderson School of Management at 
the University of California at Los Angeles. Lindenberger is a graduate of Louis D. Brandeis 
School of Law at the University of Louisville. He is founder and editor of Bourbon Story Magazine 
and bourbonstory.com.  
 
2 Forty years ago, journalists' reputations were higher. Lawyers', too, though the latter group are 
seeing a rise from deep lows in the late 1990s and early 2000s. http://www.gallup.com/poll/1654/ 
honesty-ethics-professions.aspx#3 
 
3 First Amendment, U.S. Constitution. See http://www.law.cornell.edu/constitution/ 
first_amendment (last visited May 19, 2014) 
 
4 England native Thomas Cooper was a friend of presidents and governors and a philosopher, 
university president and scientific thinker. http://pabook.libraries.psu.edu/palitmap/bios/ 
Cooper__Thomas.html (last visited May 19, 2014). 
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secrets of state, of spy craft, or security, yes.  But also its secrets of politics, of 
personnel, of particular politicians' peccadillos.  Of strategy, of personality, of 
perspective.  In short, many of the very things that the public must know to 
meaningfully participate in the governance of the country, as Thomas Jefferson 
foresaw.  
 
Government rarely likes to reveal these secrets on anyone's schedule other than 
its own.  
 
The last century, to say nothing of the tumultuous 18th and 19th centuries, 
offered plenty of examples of how far the government would go to keep those 
secrets.  Few forget, even forty years later, John Mitchell's warning to Carl 
Bernstein: "JEEEEEEESUS! … All that crap, you're putting it in the paper? It's all 
been denied.  Katie Graham … is gonna get her tit caught in a big fat wringer if 
that's published."5 
 
Behind that sexist outburst, there was a scarier level of menace for the press at 
the White House.  Take for instance the initial hours of the Pentagon Papers 
crisis, when Nixon was advised that the secret study of the Vietnam War would 
tarnish the Democrats who had started the war, not him.  Nixon took a low-key 
approach.  Within a day or two he grew furious with Daniel Ellsberg, but still not 
ready to prosecute the newspaper itself.  He tells John Ehrlichman, "Hell, I 
wouldn't prosecute the Times.  My view is to prosecute the goddamn pricks that 
gave it to 'em." 
 
But Mitchell insisted that the newspaper itself be put on notice, at first arguing 
that it just be given a warning of sorts, to preserve the right of the government to 
bring suit later if it chose to do so.  Nixon, though began to see the threat from 
the release of the papers as a personal affront and one that weakened the office 
he held.  His faithful aide, H.R. Haldeman, helped him to this view.  "But out of 
the gobbledygook, comes a very clear thing: you can't trust the government; you 
can't believe what they say; and you can't rely on their judgment; and the – the 
implicit infallibility of presidents, which has been an accepted thing in America, is 
badly hurt by this, because it shows that people do things the President wants to 
do even though it's wrong, and the President can be wrong."6  
 
That was enough for Nixon. Coming full circle, he rejected the cautious 
approach.  "Hell, they're our enemies – I think we just oughta do it."7 
 
They did it alright.  Brought a suit against the Times and rushed it to the Supreme 
Court, where the government lost.  The press remained free of prior restraint and 

5 "Boob Job: The Nixon Gang's Obsession with Katharine Graham's Breasts", Jack Shafer in 
Slate. Aug. 7, 2007. http://www.slate.com/articles/news_and_politics/press_box/2007/08/ 
boob_job.html (last visited May 19, 2014). 
 
6 "The Pentagon Papers: Secrets, Lies and Audiotapes" at the National Security Archive at 
George Washington University. See transcripts here: http://www2.gwu.edu/~nsarchiv/NSAEBB/ 
NSAEBB48/oval.pdf 
 
7 Ibid. 
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presidents who followed Nixon have been extraordinarily reluctant to menace the 
press with prosecutions.  
 
Until now that is.  No president has waged such a protracted war on the media 
and on individual journalists, as has President Obama.  
 
To understand why, we must begin with the understanding that the White House 
has used the 1917 Espionage Act to prosecute leakers – the sources of 
information for the press – more aggressively and more often than all of his 
predecessors combined.8  
 
My talk today is going to lay out for you the extent of the White House's targeting 
of both leakers and those who receive the leaks.  Who is being prosecuted, for 
what crimes and under what statutes? How that is different from the approach his 
predecessors have taken. We'll talk too about what kinds of things the media 
have been intent on revealing and what free press advocates say the impact of 
these prosecutions have been.  
 
I will explain what connection there is between the leaks, the prosecutions and 
the massive revelations made first by Wikileaks, then by Chelsea Manning,9 and 
more recently by Edward Snowden.10  
 
And finally, I will briefly discuss the status of the so-called shield law that has 
been often discussed, but so far never enacted, in Congress.  
 
By the end, I hope to have convinced you that what we are seeing in Washington 
is a new paradigm of relations between the press and the government. It's 
certainly not partisan.  And I'm not here to tell you the government has no 
reasons for its stance.  
 
But for lawyers who, like me, came of age politically and legally under the 
penumbra of classic First Amendment decisions like New York Times Co. v. 
U.S., 403 U.S. 713 (1971) (the Pentagon Papers case) and New York Times Co. 
v. Sullivan, 376 U.S. 254 (1964), and all the other pro-press rulings of the 1970s 
and since, it's worth telling you that we are living under a new order. Born out of 

8 Jake Tapper of CNN made this assertion on Jan. 2, 2014. PolitiFact jumped in to verify it. They 
rated it as 'true.' Turns out, it was true. http://www.politifact.com/punditfact/statements/ 
2014/jan/10/jake-tapper/cnns-tapper-obama-has-used-espionage-act-more-all-/ (last visited May 
19, 2014). 
 
9 Pfc. Bradley Manning, now known as Chelsea Manning, leaked to Wikileaks thousands of 
classified documents he downloaded in 2009 and 2010. He was convicted of twenty counts of 
giving information to the enemy, the first such conviction of a leaker under the Espionage Act of 
1917 under the Obama Administration. See generally, http://www.theguardian.com/world/ 
chelsea-manning (last visited May 19, 2014). 
 
10 Edward Snowden was an employer of an NSA contractor who illegally obtained thousands of 
documents and leaked them to journalists, including Glenn Greenwald of The Guardian. He fled 
to Russia, where he has been given temporary protection. See generally the Washington Post's 
NSA coverage: http://www.washingtonpost.com/nsa-secrets (last visited May 19, 2014). 
 

3 

                                                

http://www.politifact.com/punditfact/statements/2014/jan/10/jake-tapper/cnns-tapper-obama-has-used-espionage-act-more-all-/
http://www.politifact.com/punditfact/statements/2014/jan/10/jake-tapper/cnns-tapper-obama-has-used-espionage-act-more-all-/
http://www.theguardian.com/world/chelsea-manning
http://www.theguardian.com/world/chelsea-manning
http://www.washingtonpost.com/nsa-secrets


 

the fear and caution brought about by the savagery of 9/11, the government – 
first under Bush, and continued under Obama – has erected a vast fortress of 
secrecy and, as we've more recently learned, of surveillance.  
 
Against this secrecy and security regime a series of whistleblowers, leakers and 
others have pushed back, often but not always using the media to reveal its inner 
workings. The government has struck out hard at these leakers – harder than 
any previous administration, at least any in the modern era of American politics.  
 
Most unique, though, has been the push to also hold accountable journalists for 
publishing the leaked information. Increasingly, reporters face jail time for 
exposing the secrets of the government when their only role has been to share 
with the public bits of the information others have accumulated, often illegally.  
 
The stakes are clearly high on both sides. The volume of leaked materials has 
been stunning and in some cases damaging to the U.S.'s position overseas. But 
Thomas Jefferson said another thing, too, about the freedom of the press. I'll 
leave you with that as we move to more specifics.   
 
"The press [is] the only tocsin of a nation. [When it] is completely silenced... all 
means of a general effort [are] taken away."11  

 
II.  SECRETS IN THE AGE OF SURVEILLANCE∗ 
 

A. Key Revelations by News Media and Others 
 

1. 12/2005 Eric Lichtblau and James Risen and New York Times: 
"Spy Agency Mined Vast Data Troves, Officials Report."12  

 
a. What they revealed:  
 

i. Dec. 21: WASHINGTON, Dec. 20 – A 
surveillance program approved by President 
Bush to conduct eavesdropping without 
warrants has captured what are purely 
domestic communications in some cases, 
despite a requirement by the White House 
that one end of the intercepted conversa-
tions take place on foreign soil, officials say.  
The officials say the National Security 
Agency's interception of a small number of 

11 Thomas Jefferson to Thomas Cooper, 1802. Cited: How the News Influences Politics and 
Government Jim Willis, William James Willis (2007).  
 
∗ This outline will have three parts: 1) a backgrounder on the age of surveillance and its secrets, 
2) background on the government's targeting of journalists and leakers alike and 3) a note about 
the shield law legislation as proposed. 
 
12 "Spy Agency Mined Vast Data Trove, Officials Report" The New York Times, A1. 12/24/05, 
http://www.nytimes.com/2005/12/24/politics/24spy.html (last visited May 19, 2014). 
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communications between people within the 
United States was apparently accidental, 
and was caused by technical glitches at the 
National Security Agency in determining 
whether a communication was in fact 
"international." 

 
ii. Dec. 24. "WASHINGTON, Dec. 23 – The 

National Security Agency has traced and 
analyzed large volumes of telephone and 
Internet communications flowing into and 
out of the United States as part of the 
eavesdropping program that President Bush 
approved after the Sept. 11, 2001, attacks 
to hunt for evidence of terrorist activity, 
according to current and former government 
officials. … As part of the program approved 
by President Bush for domestic surveillance 
without warrants, the N.S.A. has gained the 
cooperation of American telecommunica-
tions companies to obtain backdoor access 
to streams of domestic and international 
communications, the officials said."  That 
the government was intercepting the 
contents of phone calls and emails sent 
between American citizens and persons 
overseas. Phone companies were 
concerned that the public knowledge of their 
cooperation with the government could 
make them vulnerable to invasion-of-privacy 
suits by customers, unless the legal basis 
for the cooperation was made clear. 

 
iii. JAN. 3, 2006. WASHINGTON, Jan. 1 – 

President Bush continued on Sunday to 
defend both the legality and the necessity of 
the National Security Agency's domestic 
eavesdropping program, and he denied that 
he misled the public last year when he 
insisted that any government wiretap 
required a court order. "I think most 
Americans understand the need to find out 
what the enemy's thinking, and that's what 
we're doing," Mr. Bush told reporters in San 
Antonio as he visited wounded soldiers at 
the Brooke Army Medical Center. "They 
attacked us before, they'll attack us again if 
they can," he said. "And we're going to do 
everything we can to stop them." 
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b. Where things stand:  
 

i. Telecomm companies have sought to give 
customers more information about the data they 
are sharing with the government, a stance not 
always welcomed by the U.S.  

 
ii. President Obama has made recommendations to 

narrow the scope of the NSA use of phone records 
of American citizens.  

 
2. WikiLeaks. 

 
a. Background. 
 

i. What is WikiLeaks: Founded in 2006, its purpose is 
to facilitate the leaking of classified information 
through its website.13  

 
ii. Julian Assange: TIME noted he was known as the 

"Robin Hood of Hacking," with a firm belief that 
"total transparency is for the good of all people." It 
also said "Assange is himself a shadowy figure."14 

 
iii. Pfc. Bradley Manning (now Chelsea). 

 
b. Key revelations. 
 

i. Video of attack on hotel that killed Reuters 
journalists.15 

 
ii. Diplomatic cables leaked.16 
 

13 WikiLeaks Fast Facts, CNN.com June 3, 2103. http://www.cnn.com/2013/06/03/world/ 
wikileaks-fast-facts/ (last visited May 19, 2014). 
 
14 "2-min Bio: WikiLeaks Founder Julian Assange" by Eben Harrell July 26, 2010: 
http://content.time.com/time/world/article/0,8599,2006496,00.html (last visited May 19, 2014). 
 
15 "What Manning Leaked", by Julian Barnes. WSJ. Aug. 21, 2013. "The most important video 
showed an U.S. Army Apache helicopter in Iraq firing on a group of people who turned out to 
include journalists from Reuters. The video was edited by WikiLeaks and called 'Collateral 
Murder' (last visited May 19, 2014). http://blogs.wsj.com/washwire/2013/08/21/what-bradley-
manning-leaked/ (last visited May 19, 2014). 
 
16 At least 251,000 raw diplomatic cables were included in the leaks obtained by WikiLeaks, 
ranging from detailed accounts of Saudi Arabia's efforts to persuade the U.S. to confront Iran 
over its nuclear ambitions. http://www.theguardian.com/world/the-us-embassy-cables (last visited 
May 19, 2014). 
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(a) Major reports followed in newspapers 
around the world.  

 
(b) El Pais,17 Der Spiegel,18 The Guardian, and 

Le Monde19 all ran reports critical of or 
embarrassing to the US.  

 
c. Where things stand. 
 

i. Sweden has been trying to extradite Assange on 
sexual assault charges, but he has sought 
protection in Ecuador's embassy in Britain.20  

 
ii. A military judge convicted Manning of charges and 

sentenced Manning to thirty-five years in prison. 
Manning was acquitted of 'aiding the enemy.'21 

 
3. Edward Snowden. 
 

a. What was leaked.22 
 

i. "Smart, useful espionage vs. U.S. enemies." 
 
ii. "Legally questionable activities involving U.S. 

citizens." 
 
iii. "Un-strategic actions targeting American allies that 

has had huge blowback." 
 
  

17 http://elpais.com/diario/2010/11/29/internacional/1290985202_850215.html (last visited May 
19, 2014) 
 
18 http://www.spiegel.de/international/world/the-us-diplomatic-leaks-a-superpower-s-view-of-the-
world-a-731580.html (last visited May 19, 2014). 
 
19 http://www.lemonde.fr/international/article/2010/11/28/espionnage-les-ordres-de-washington-
aux-diplomates-americains_1446085_3210.html#ens_id=1446075 (last visited May 19, 2014). 
 
20 "Julian Assange: My Life in the Embassy" October 14, 2013 http://www.telegraph.co.uk/news/ 
worldnews/wikileaks/10376799/Julian-Assange-my-life-in-the-embassy.html (last visited May 19, 
2014). 
 
21 "Manning verdict," Washington Post. July 29, 2013 http://www.washingtonpost.com/wp-
srv/special/national/manning-verdict/ (last visited May 19, 2014). 
 
22 As noted by Max Fisher in the Washington Post, January. 3, 2014, cybersecurity scholar Peter 
W. Singer provided the breakdown of Snowden's links into the above three categories. 
http://www.washingtonpost.com/blogs/worldviews/wp/2014/01/03/the-three-types-of-nsa-
snooping-that-edward-snowden-revealed/ (last visited May 19, 2014). 
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b. Who helped. 
 

i. Glenn Greenwald, former lawyer and Slate 
columnist turned freelancer for Guardian, flies to 
Hong Kong to meet with Snowden and provides 
early burst of coverage for Guardian. 

 
ii. Washington Post – A team of journalists has written 

scores of articles about the Snowden revelations.  
 

c. Where things stand.  
 

The Washington Post and The Guardian were awarded the 
2014 Pulitzer Prize for Public Service Journalism for their 
articles on Edward Snowden and the NSA.  

 
B. Effects of the News Coverage 
 

1. Calls for greater security / enhanced prosecutions. 
 

a. Immediately after the initial WikiLeaks revelations, calls in 
Congress began to urge prosecution of Julian Assange.23 

 
b. Some members of Congress suggested The New York 

Times could be prosecuted as well, though legal observers 
note that's unlikely.24 

 
2. International outcry over U.S. spying on allies. 
 
3. President Obama's calls for reform. 

 
a. Ahead of report, the President announces he'll make 

changes to the NSA surveillance program.25  
 
b. The Privacy and Civil Liberties Oversight Board 

recommended that sweeping changes be made to NSA 

23 The calls were by no means limited to conservative Republicans, as sometimes mistakenly 
assumed. "Dianne Feinstein: Prosecute Assange under Espionage Act" An op-ed in WSJ. Dec. 7, 
2010.  http://online.wsj.com/news/articles/SB10001424052748703989004575653280626335258 
(last visited May 19, 2014). 
 
24 "The U.S.'s Weak Legal Case against WikiLeaks," by Michael Lindenberger. Dec. 9, 2010. 
TIME.com http://content.time.com/time/nation/article/0,8599,2035994,00.html (last visited May 
19, 2014). 
 
25 "Obama Outlines Calibrated Curbs on Phone Spying" http://www.nytimes.com/ 
2014/01/18/us/politics/obama-nsa.html. 
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intelligence practices as a result of the Snowden 
revelations.26  

 
III.  SUBPOENAS: THE GOVERNMENT STRIKES BACK 
 

A. Prosecutions of Leakers Are at an All-Time High27 
  

1.  Prior to 2009, only three known indictments have stemmed from 
use of the Espionage Act in bringing charges against government 
employees for leaks.28  

 
2.  At least seven government leakers have been charged: 
 

a. Shamai K. Leibowitz, 2009 – Former FBI translator 
pleaded guilty to leaking classified information to Richard 
Silverstein, a blogger at Tikum Olam.29  Sentenced up to 
twenty months in prison.30  

 
b. Stephen Jin-Woo Kim, 2010.  DOJ has alleged he was 

source of Fox journalist James Rosen's 2009 report on 
North Korea's plan to test another nuclear bomb (indicted 
but not gone to trial).  

 
c. Thomas Drake, 2010.  Senior NSA official charged with 

leaking information to Baltimore Sun. Initially facing up to 
thirty-five years in prison, most charges were dropped and 
he pleaded guilty to a misdemeanor.  

 
d. Pfc. Bradley Manning, 2010. 
 
e. Jeffrey Sterling, 2010.  A former CIA official, Sterling has 

pleaded not guilty to leaking information to journalist 

26 Report on the Telephone Records Program Conducted under Section 215 of the USA 
PATRIOT Act and on the Operations of the Foreign Intelligence Surveillance Court. January 23, 
2014. 238 pages. http://www.pclob.gov/All%20Documents/Report%20on%20the%20Telephone% 
20Records%20Program/PCLOB-Report-on-the-Telephone-Records-Program.pdf (last visited 
May 19, 2014). 
 
27 The Knight Center for Journalism in Americans at the University of Texas has kept track of 
these prosecutions. https://knightcenter.utexas.edu/blog/00-13889-obama-administration-has-
aggressively-prosecuted-leaks-and-whistleblowers-who-are-they (last visited May 19, 2014). 
 
28 "Charting Obama's Crackdown on National Security Leaks." ProPublica.com. July 30, 2013 
http://www.propublica.org/special/sealing-loose-lips-charting-obamas-crackdown-on-national-
security-leaks (last visited May 19, 2014). 
 
29 Source: Alternet http://www.alternet.org/civil-liberties/6-brave-govt-whistleblowers-charged-
under-espionage-act-obamas-administration?page=0%2C2&paging=off 
 
30 Source: Washington Post http://www.washingtonpost.com/wp-dyn/content/article/ 
2010/05/24/AR2010052403795.html (last visited May 19, 2014). 
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James Risen of the New York Times about an unsuc-
cessful try to sabotage Iran's nuclear program.   

 
f. John C. Kiriakou, 2012.  Sentenced to thirty months in 

prison on Jan 23 2013, after conviction under the 
Espionage Act for leaking classified information to media.  

 
g. Edward Snowden. Federal prosecutors filed criminal 

complaint June 14, 2013.31  
 

3. Congress: Obama not prosecuting enough. 
 

a. Despite the record use of prosecutions under the 
Espionage Act, Congress calls for tougher stance.32  

 
b. "Most in Congress Direct Anger at Leaks, Not NSA 

Surveillance."33 
 

B. Government Has a New Target: Journalists 
 

1. Supreme Court: Four cases that have traditionally protected news 
media's right to publish material illegally leaked. 

 
a. Pearson v. Dodd, 410 F.2d 701 (D.C. Cir.), cert denied, 

395 U.S. 947 (1969) (newspaper columnists who lawfully 
received copies of documents that they knew had been 
removed by others, without authorization, from office of 
U.S. Senator are not liable for invasion of privacy based on 
intrusion).34 

 
b. New York Times Co. v. U.S., 403 U.S. 713 (1971) 

(Pentagon Papers case: Daniel Ellsberg leaked massive 
trove of historical documents regarding the Vietnam War, 
and Nixon Administration sought to stop their publication. 
Supreme Court upheld right of news media to publish). 

 
c. "The general rule articulated by the Supreme Court in its 

1979 decision Smith v. Daily Mail Publishing Co., 443 U.S. 
97 (1979), is "if a newspaper lawfully obtains truthful 

31 PDF of complaints, courtesy of Washington Post: http://apps.washingtonpost.com/g/ 
documents/world/us-vs-edward-j-snowden-criminal-complaint/496/ (last visited May 19, 2014). 
 
32 "Toobin: Obama has been 'very tough' on leakers. Ashley Hayes, CNN.com. "Nobody is 
saying, 'You're over-reacting. Back Off. There are too many prosecutions.'" http://www.cnn.com/ 
2012/06/07/politics/obama-leaks-prosecutions/ (last visited May 19, 2014). 
 
33 By Zachary Roth, June 10, 2013. MSNBC.com http://www.msnbc.com/morning-joe/most-
congress-direct-anger-leaks-not-n (last visited May 19, 2014). 
 
34 Recap provided by SPLC Legal Research http://www.splc.org/knowyourrights/ 
legalresearch.asp?id=82#note4 (last visited May 19, 2014). 
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information about a matter of public significance then state 
officials may not constitutionally punish publication of the 
truthful information, absent a need of the highest order."35 

 
d. For first time, in 2001, the Supreme Court – "specifically 

addressed the extent of First Amendment protection 
provided to speech that disclosed the contents of an 
illegally intercepted communication"36  Bartnicki v. Vopper, 
532 U.S. 514 (2001). 

 
2. Eighteen journalists have been jailed for not testifying since 

1984.37 
 

a. Scott Wolf, freelance blogger, 2006. 
 
b. Judith Miller, New York Times, 2005. 
 
c. Jim Taricani, Providence RI, a WJAR television reporter. 

2004. 
 
d. Vanessa Leggett, Houston Texas, 2001.  

  
3. Other pressure. 
 

a. Wiretapping the AP phones.  
 

1. Sweeping subpoenas obtained two months' worth 
of phone records of AP journalists as part of a 
yearlong investigation into the disclosures of 
classified information about a failed al-Qaeda 
plot.38  

 
2. AP president: "There can be no possible justifica-

tion for such an overbroad collection of the tele-
phone communications of The Associated Press 
and its reporters," Pruitt wrote to Holder, "These 
records potentially reveal communications with con-
fidential sources across all of the newsgathering 
activities undertaken by the AP during a two-month 
period, provide a road map to AP's newsgathering 

35 Ibid. 
 
36 Ibid. 
 
37 Reporters Committee for Freedom of the Press:  "A Recent Census of Reporters Jailed or 
Fined for Refusing to Testify."  http://www.rcfp.org/jailed-journalists (last visited May 19, 2014). 
 
38 "Under sweeping subpoenas, Justice Department obtained AP phone records in leak 
investigation" by Sari Hortitz, Washington Post May 13, 2013. http://www.washingtonpost.com/ 
local/a-rare-peek-into-a-justice-department-leak-probe/2013/05/19/0bc473de-be5e-11e2-97d4-
a479289a31f9_story.html (last visited May 19, 2014). 
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operations, and disclose information about AP's 
activities and operations that the government has 
no conceivable right to know."39 

 
b. Targeting Jay Rosen of Fox.40 

 
i. FBI agent claims evidence that Rosen may be an 

aider, abettor and/or co-conspirator.  
 
ii. Taps phones, monitors trips to and from State 

Department. 
 
IV.  SHIELD LAWS: PROTECTION OR PANACEA 
 

A. Branzburg v. Hayes, 408 U.S. 665 (1972)41  
 

1. A 5-4 opinion, the only support for a federal right to avoid 
compulsory testimony on the part of a reporter came in a 
concurring opinion by Justice Power.  It's been confusing ever 
since.42   

 
2. Nevertheless the decision has been the basis of a qualified – and 

press advocates say, inadequate – immunity for reporters ever 
since. 

 
B. State Shield Laws 

 
1. Forty-nine states have either a "shield law" statute or protection for 

reporters under common law.  
 
2. Most laws offer limited protection.  Reporters can be required to 

testify if prosecutor has no other reasonable way of getting 
information that is vital to his or her prosecution.  

 
3. Nevertheless, opportunity to resist subpoena is vital to press 

freedoms. From the Society of Professional Journalists: "A study 
conducted by Brigham Young University law professor Ron Nell 
Andersen Jones, for example, found that in 2006 alone journalists 

 
39 Ibid. 
 
40  "A Rare Peak into a Justice Department Probe" by The Washington Post. May 19, 2013.  
http://www.washingtonpost.com/local/a-rare-peek-into-a-justice-department-leak-probe/2013/ 
05/19/0bc473de-be5e-11e2-97d4-a479289a31f9_story.html (last visited May 19, 2014). 
 
41 Branzburg v. Hayes. 408 U.S. 665 (1972) http://www.oyez.org/cases/1970-
1979/1971/1971_70_85 (last visited May 19, 2014). 
 
42 "Branzburg v. Hayes and the Developing Qualified Privilege for Newsmen." James Goodale, 
Hastings Law Journal. 2012.  http://jamesgoodale.net/images/Hastings_Law_Journal.pdf (last 
visited May 19, 2014). 
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were served with more than 7,200 subpoenas from state and local 
governments, and about 800 from the federal government."43 

 
C. Efforts in Congress 

 
1. Latest efforts. 

 
a. House Bill.44 
 
b. Senate Bill.45 
 
c. Substitute language.46 

 
2. Definition of journalist. 

 
a. Key sticking point has been how – and whether – to define 

a journalist. 
 
b. Lawmakers seek to limit proposed protections to 

mainstream media. 
 
c. But media landscape is changing so fast, it's nearly 

impossible to define mainstream media. 
 
 
 
 
 
 
 
 
  

43 As cited by Society of Professional Journalists. http://www.spj.org/shieldlaw-faq.asp (last visited 
May 19, 2014. 
 
44 http://www.spj.org/pdf/hr-1962-poe-conyers.pdf (last visited May 19, 2014). 
 
45 http://www.spj.org/pdf/s-987-ffia-schumer-graham.pdf (last visited May 19, 2014). 
 
46 http://www.spj.org/pdf/s-987-amendment.pdf (last visited May 19, 2014). 
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APPENDIX 
 

 
I.  "The Obama Administration and the Press: Leak Investigations and 

Surveillance in Post-9/11 America" by Leonard Downie, Jr.  Published 
October 10, 2013.  

 
WASHINGTON, D.C. – In the Obama administration's Washington, government 
officials are increasingly afraid to talk to the press. Those suspected of 
discussing with reporters anything that the government has classified as secret 
are subject to investigation, including lie-detector tests and scrutiny of their 
telephone and e-mail records.  An "Insider Threat Program" being implemented 
in every government department requires all federal employees to help prevent 
unauthorized disclosures of information by monitoring the behavior of their 
colleagues. 
 
Six government employees, plus two contractors including Edward Snowden, 
have been subjects of felony criminal prosecutions since 2009 under the 1917 
Espionage Act, accused of leaking classified information to the press – compared 
with a total of three such prosecutions in all previous U.S. administrations. Still 
more criminal investigations into leaks are under way. Reporters' phone logs and 
e-mails were secretly subpoenaed and seized by the Justice Department in two 
of the investigations, and a Fox News reporter was accused in an affidavit for 
one of those subpoenas of being "an aider, abettor and/or conspirator" of an 
indicted leak defendant, exposing him to possible prosecution for doing his job as 
a journalist. In another leak case, a New York Times reporter has been ordered 
to testify against a defendant or go to jail. 
 
See http://cpj.org/reports/2013/10/obama-and-the-press-us-leaks-surveillance-
post-911.php 

 
II.  Justice Powell's Concurrence in Branzburg v. Hayes, 408 U.S. 665 (1972).  

 
MR. JUSTICE POWELL, concurring. 

 
I add this brief statement to emphasize what seems to me to be 
the limited nature of the Court's holding.  The Court does not hold 
that newsmen, subpoenaed to testify before a grand jury, are 
without constitutional rights with respect to the gathering of news 
or in safeguarding their sources.  Certainly, we do not hold, as 
suggested in MR. JUSTICE STEWART's dissenting opinion, that 
state and federal authorities are free to "annex" the news media 
as "an investigative arm of government." The solicitude repeatedly 
shown by this Court for First Amendment freedoms should be 
sufficient assurance against any such effort, even if one seriously 
believed that the media – properly free and untrammeled in the 
fullest sense of these terms – were not able to protect themselves. 
 
As indicated in the concluding portion of the opinion, the Court 
states that no harassment of newsmen will be tolerated. If a 
newsman believes that the grand jury investigation is not being 
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conducted in good faith, he is not without remedy.  Indeed, if the 
newsman is called upon to give information bearing only a remote 
and tenuous relationship to the subject of the investigation, or if he 
has some other reason to believe that his testimony implicates 
confidential source relationships without a legitimate need of law 
enforcement, he will have access to the court on a motion to 
quash, and an appropriate protective order may be entered. The 
asserted claim to privilege should be judged on its facts by the 
striking of a proper balance between freedom of the press and the 
obligation of all citizens to give relevant testimony with respect to 
criminal conduct. The balance of these vital constitutional and 
societal interests on a case-by-case basis accords with the tried 
and traditional way of adjudicating such questions. * 
 
In short, the courts will be available to newsmen under 
circumstances where legitimate First Amendment interests require 
protection. 
 
It is to be remembered that Caldwell asserts a constitutional 
privilege not even to appear before the grand jury unless a court 
decides that the Government has made a showing that meets the 
three preconditions specified in the dissenting opinion of MR. 
JUSTICE STEWART.  To be sure, this would require a "balancing" 
of interests by the court, but under circumstances and constraints 
significantly different from the balancing that will be appropriate 
under the court's decision.  The newsman witness, like all other 
witnesses, will have to appear; he will not be in a position to 
litigate at the threshold the State's very authority to subpoena him. 
Moreover, absent the constitutional preconditions that Caldwell 
and that dissenting opinion would impose as heavy burdens of 
proof to be carried by the State, the court – when called upon to 
protect a newsman from improper or prejudicial questioning – 
would be free to balance the competing interests on their merits in 
the particular case.  The new constitutional rule endorsed by that 
dissenting opinion would, as a practical matter, defeat such a fair 
balancing and the essential societal interest in the detection and 
prosecution of crime would be heavily subordinated. 

 
III.  The NSA's Shadow – Despite Court Rulings and Reforms, Surveillance-

Induced Chill Remains, Jamie Schuman, McCormick Legal Fellow, 
Reporters Comm. on the Freedom of the Press; The News Media and the 
Law, Winter 2014 

 
Though President Obama pledged reforms of National Security 
Agency programs in a January speech, some media lawyers say 
the changes will do little to thaw a surveillance-induced chill that 
has enveloped some reporter-source relationships. 
 
"What remains after the president's speech is a fairly robust 
freedom to do data collection," New York Times Assistant General 
Counsel David McCraw said. 
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Since stories about mass telephone and e-mail surveillance broke, 
reporters have come forward to say that these programs – 
combined with the government's vigorous leaks investigations – 
are scaring some sources from talking with them. In reports by the 
Reporters Committee for Freedom of the Press and the 
Committee to Protect Journalists, numerous journalists said the 
chill affects not just the national-security beat but also coverage of 
other controversial topics inside and outside of the government. 
 
"There is a big cloud hanging over people," said Dana Priest, a 
Washington Post investigative reporter who focuses on national-
security issues. "They just don't know to what extent the 
government goes to figure out who is talking to reporters." 
 
Obama's Jan. 17 speech on the NSA did little to answer that 
question: he never mentioned journalists in his remarks or in the 
policy order he released that day. 
 
Similarly, two district courts did not address reporters' concerns 
when they issued opinions on the legality of the government's bulk 
collection of phone metadata in December.  The U.S. District 
Court for the District of Columbia deemed this program 
unconstitutional but the federal court in New York City found it 
legal.  The opposing conclusions – and the prospect of a lengthy 
appeals process – add to the aura of uncertainty. 
 
Obama's NSA Reforms 
 
Obama sought to clarify the limits of NSA programs in his speech 
by emphasizing that the government only searches the data for 
"legitimate national security purposes." 
 
To Priest, though, that wording is nothing new and offers little 
guidance to reporters.  "That's the vaguest kind of language they 
could use," she said.  "Frankly, to me, it doesn't mean anything." 
 
Obama did announce a series of reforms that responded in part to 
the more than forty recommendations that a panel he appointed, 
the President's Review Group on Intelligence and Communi-
cations Technologies, issued in December. 

 
Perhaps the most headline-grabbing change was the president's 
pledge to end the government's storage of bulk surveillance 
records.  Obama is instructing officials to find a way for private 
companies to hold these materials. 
 
While some reports have heralded this switch as a win for privacy 
advocates, Electronic Frontier Foundation senior staff attorney 
David Greene said it will do little for journalists because call and 
email data will still be accessible. 
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"It requires the government to take another step, but I don't know 
that it will make anyone feel a whole lot better that their 
information will remain confidential," Greene said. 
 
Obama also mandated that the government limit searches of 
phone records to people two steps removed – instead of three – 
from an individual suspected of terrorist ties. Greene said this 
change also will have little effect on reporters, who likely are within 
the "inner-circle" of communications that the government can still 
investigate. 
 
Obama did not address the panel's suggestion that the NSA not 
undermine efforts to create encryption standards. He also 
declined the review group's recommendation that officials must 
get court approval to search contents of Americans' email and 
phone messages that the government incidentally receives 
through programs such as PRISM, which targets international 
communications.  He did, however, direct officials to consider 
additional reforms on the content-collection programs. 
 
The president also required officials to annually review opinions of 
the Foreign Intelligence Surveillance Court for declassification. 
That court, which meets in secret and now only hears argument 
from the government, approves surveillance warrant requests and 
issues other decisions on the legality of NSA programs. The 
ACLU, ProPublica and some other groups are involved in litigation 
to get the court to release more of its rulings. 

 
Obama also said he would create a panel of advocates to 
represent privacy concerns in specific cases before the FISA 
Court. The Reporters Committee and thirty-six news organizations 
have joined together to call for that type of position to advance the 
media's point of view, as journalists are not told if they are the 
subject of a request the court.  But Obama's public advocate will 
only be present in cases involving "novel and important" privacy 
law issues, and cannot monitor the court's docket to decide which 
issues meet those criteria. 
 
To McCraw of The New York Times, the public advocate is a 
"plus" for reporters.  But, he said, the reforms are targeted mainly 
at the civil-liberties concerns of the general public, and not at the 
specific needs of journalists. 
 
"Without some sort of legal framework that acknowledges the 
special place that reporters play in the constitutional universe, our 
specific issues aren't going to be addressed," McCraw said. "It's 
great that they're expanding the rights we have as citizens, but 
reporters play a special role and the procedures should reflect 
that." 
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Policy Review Groups Warn of Chill 
 
Though Obama's speech did not single out journalists, reports by 
both his review group and a separate advisory board, the Privacy 
and Civil Liberties Oversight Board, warned that unhinged 
surveillance can affect newsgathering. 
 
The Review Group on Intelligence and Communications 
Technologies, which includes five attorneys and intelligence 
experts, wrote in its 300-page report that a "robust and fearless 
freedom of the press is essential to a flourishing self-governing 
society." 
 
"It will not do for the press to be fearful, intimidated, or cowed by 
government officials," the review group wrote. 
 
The other committee, an executive branch body that advises the 
president, concluded in a January report that NSA surveillance 
programs deter confidential sources from speaking to journalists. 
 
"The Board believes that such a shift in behavior is entirely 
predictable and rational," the Privacy and Civil Liberties Oversight 
Board wrote.  "Although we cannot quantify the full extent of the 
chilling effect, we believe that these results – among them greater 
hindrances to political activism and a less robust press – are real 
and will be detrimental to the nation." 

 
Uncertainty in the Federal Courts 
 
Another high point for journalists was the Dec. 16 holding of the 
U.S. District Court in Washington, D.C., in Klayman v. Obama that 
the bulk collection of phone metadata – which includes phone 
numbers, timing and duration of calls, but not content – violates 
the Fourth Amendment. 
 
In Klayman, Judge Richard J. Leon called the NSA's technology 
"almost-Orwellian" and said Founding Father James Madison 
"would be aghast" at the encroachment on individual liberties. 
 
Though Leon did not mention the concerns of journalists, McCraw 
said the opinion's harsh critique of surveillance validates the 
reporting that has been done on the subject. 
 
"These matters deserve to be exposed because, as the D.C. court 
says, they are illegal," McCraw said. 
 
In ACLU v. Clapper, Judge William H. Pauley III of federal court in 
New York City found the phone metadata program constitutional, 
calling it "the Government's counterpunch" to al-Qaeda.  The Dec. 
27 opinion did not single out journalists, but it did dismiss as a 
"parade of horribles" the ACLU's claims that surveillance reveals 
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people's political and religious associations and, therefore, can 
chill group membership. 
 
Both opinions relied on Smith v. Maryland, a 1979 case that found 
constitutional the police installation on a person's phone of a "pen 
register," a device that collects call logs.  The Supreme Court 
there explained that seizing these records does not violate a 
person's "reasonable expectation of privacy" because it is 
generally known that a third party – the phone company – keeps 
this information anyway. 

 
The Klayman court reasoned that Smith does not control because 
the search there was limited and because people's use of 
telephones has changed in the past thirty-five years.  ACLU held 
that Smith's underlying logic applies even if the scope of the 
surveillance is different. 
 
Leon suspended his order in Klayman to stop the metadata 
program as the government is appealing the decision. ACLU is on 
appeal too, and a third case – First Unitarian Church of Los 
Angeles v. NSA – has not been decided. The Electronic Frontier 
Foundation brought that challenge in federal court in San 
Francisco on behalf of more than twenty advocacy groups who 
claim, among other things, that metadata collection violates their 
First Amendment right of association. The Reporters Committee 
has filed amicus briefs on behalf of media coalitions in both the 
ACLU case and the First Unitarian case. 

 
Absent a mandate from the courts or a clear answer from the 
government about how and when journalists' communications are 
being surveyed, reporters and sources are left with questions 
about how secure their communications are. 
 
To Priest, the best way to get answers and spur reform may be for 
reporters themselves to continue digging into NSA programs to 
learn about their reach and value. 
 
"The truth prevails," Priest said. "That might turn out to be the 
most important thing that we do: that is, do our job." 

 
The News Media and the Law, Winter 2014 
 
-- See more at: http://www.rcfp.org/browse-media-law-resources/news-
media-law/news-media-and-law-winter-2014/nsas-
shadow#sthash.aP1IxLtv.dpuf (last visited May 19, 2014). 
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